Notice of

Privacy Practices

SPRINGFIELD CLINIC

How medical information about you may be used and disclosed.
How you can get access to this information.

How we may use and disclose your
medical information

The following categories describe different ways that we use
and disclose your medical information. For each category of
uses or disclosures we will explain what we mean and give
some examples. Not every use or disclosure in any category
1s listed. However, all of the ways we are permitted to use and
disclose information will fall within one of the

categories.

We will use and disclose your health
information for treatment

We will disclose your medical information to you as a patient and to
your health care providers, such as physicians, nurses and support staff
involved in your treatment, such that they may provide care; to nurses
conducting screening for eligibility in research projects; to employees in
the physician’s offices and who provide ancillary services. We also will
disclose your medical information to residents and students who per-
form duties at Springfield Clinic, to the extent your medical information
1s required to perform these duties. We will disclose your medical in-
formation to employees in the medical records and transcription areas
and their designees. Such that they may provide medical care manage-
ment. We will also disclose your medical information to pharmacies for
the purpose of filling your prescriptions, and to other service providers
outside the Clinic for diagnostic purposes. We will also disclose your
health information to your family members or friends who are involved
in your care.

Notwithstanding the above, we will comply with the requirements of
those Illinois laws that limit the use and disclosure of certain health
information even with regard to treatment activities. For example, we
will not use or disclose any information regarding your HIV or AIDs sta-
tus, mental health or developmental disabilities information, or genetic
testing results without your express authorization, except as otherwise
permitted by those laws regulating the use and disclosure of such
information.

We will use and disclose your health
information for payment

We will disclose your health information to those family members who
are helping you pay for your health care, consistent with Springfield
Clinic’s Billing Policy, maintained by Patient Accounting. We will dis-
close your health information to employees in Patient Accounting such
that they may bill you or your health plan for the treatment you re-
ceive, and to assist you in receiving reimbursement from your plan. We
will also disclose your health information to such third party payers as
necessary to obtain payment for your treatment. This may include em-
ployers or their designees for on-the-job injuries. As necessary, we will
disclose your health information to collection agencies working with
Springfield Clinic. We will disclose your medical information to those
treatment providers outside the Clinic who are involved in your care,
such that they may be paid for their services rendered.

Your Rights

While your health record is the physical property of Springfield Clinic, the information

contained in your health record ultimately belongs to you.

You have the right to:

We will use and disclose your health
information for regular health care operations

Springfield Clinic is committed to providing quality care. For example,
we will use your health information to review and assess the quality of
care provided; to obtain the input of prudent professionals when devel-
oping policies and procedures; to address problems; and for investiga-
tion and communication with insurers, attorneys and other relevant
parties in regard to problems and incidents. These may include govern-
ment agencies that perform inspections or investigations within the
Clinic, and contracted insurers who also conduct quality reviews for
their insured. As an ethical business, Springfield Clinic also makes your
health information available for internal review and consultations re-
garding its business practices, accounts receivable management, infor-
mation system testing and development, and problem resolution. As an
employer who values fair treatment of our employees, Springfield Clinic
maintains and reports medical information for our employees regarding
on-the-job injuries and family medical leaves. This information is dis-
closed to the insurer for coverage purposes.

We will disclose your health information to

our contractors

We will disclose your health information to our “Business Associates” —
those vendors with whom we contract to provide a service to the Clinic.
Examples of such vendors include the copy service we may use when
making copies of your health record, attorneys, auditors, certain health
care providers and other agencies. When services are contracted, we
may disclose your health information to our vendors such that they can
perform the job we have asked them to do, and to bill for their services.
To protect your health information, however, we require these vendors
to appropriately safeguard your information by requiring that they en-
ter into an appropriate agreement with the Clinic.

We may use your health information to
notify you of items of interest

We may use your medical information to contact you to provide you
with appointment reminders or to inform you of potential treatment
options or alternatives and to inform you of health related benefits or
services that may be of interest to you. Appointment reminders will be
left with family members or on phone message machines.

We will disclose your health information as
required by law and regulations

For example, we may disclose your health information to the FDA relative
to adverse events with food or drugs. We will disclose your health infor-
mation to the extent authorized by and necessary to comply with laws
relating to workers compensation and similar programs established by
law. We may disclose your health information to public health authori-
ties or legal authorities charged with preventing or controlling disease,
injury or disability. We may disclose information for law enforcement
purposes as required by law or in response to a valid subpoena. Further,
consistent with federal law, we may use or disclose your health informa-
tion to an appropriate health oversight agency, public health authority
or attorney, provided that a member of the Clinic’s workforce believes
in good faith that the Clinic has engaged in unlawful conduct or have
otherwise violated professional or clinical standards and are potentially
endangering one or more patients, workers or the public.

Our Responsibilities

e To maintain the privacy of your health information.

Leading the Way

Please read carefully.

We may use and disclose your health
information for research

Under certain circumstances, we may use and disclose medical infor-
mation about you for research purposes. For example, a research project
may involve comparing the health and recovery of all patients who re-
ceived one medication to those who received another for the same con-
dition. All research projects, however, are subject to a special approval
process. This process evaluates a proposed research project and its uses
of medical information, trying to balance the research needs with pa-
tients’ need for privacy of their medical information. Before we use or
disclose medical information for research, the project will have been
approved through this research approval process. We may, however, dis-
close medical information about you to employees in our Research De-
partment, who are preparing to conduct a research project, for example,
to help them look for patients with specific medical needs.

We may use and disclose your health
information to avert a serious threat to
health and safety

We may disclose your health information when necessary to prevent
a serious threat to your health or safety or the health and safety of the
public or another person. Any disclosure, however, would be only to
someone able to help prevent or avert the threat.

We may use and disclose your health
information in the following special situations

Military and Veterans. If you are a member of the armed forces, we
may release your health information as required by military command
authorities.

Public Health Risks. We may release your health information for public
health activities while State or Federal Laws require it. A few examples
of such activities are disease control, child abuse or neglect, and reac-
tions to medications or problems with products.

Protective Services for the President, National Security and
Intelligence Activities. We may release your health information to au-
thorized federal officials so they may provide protection to the Presi-
dent, other authorized persons or foreign heads of state or conduct
special investigations, or for intelligence, counter intelligence and other
national security activities authorized by law.

Inmates. If you are an inmate of a correctional institution or under the
custody of a law enforcement official, we may release your health in-
formation to the correctional institution or law enforcement official as
necessary (1) for the institution to provide you with care; (2) to protect
your health and safety or the health or safety of others; or (3) for the
safety or security of the correctional institution.

OHCA. Springfield Clinic actively participates in an Organized Health
Care Arrangement (OHCA) with Memorial Physician Services, as permit-
ted by federal privacy laws (HIPAA). In this arrangement, the Clinic acts
as the custodian of the MPS electronic medical record. Springfield Clinic
may also be involved in releasing medical record information upon
authorized request. However, participation in this venture should not
be interpreted as Springfield Clinic bearing any legal responsibility for
medical care provided by Memorial Physician Services (MPS) as those
individuals are not agents or employees of Springfield Clinic.

» To provide you with this notice of our legal duties and privacy practices concerning your personally identifiable health

information.

» To follow the terms of the notice of privacy practices that we have in effect at the time.

» To receive a copy of the Springfield Clinic’s Notice of Privacy Practices.

» To review your medical records and receive copies of the same.

» To request that we communicate with you about medical matters in a certain way or at a certain location. For example, you can
request that we contact you only at work or by mail. You will be notified if your request is denied.

» To request a restriction or limitation on the medical information we use or disclose for the purpose of treatment, payment or
health care operations. You also have the right to request a limit on medical information we disclose about you to someone who
is involved in your care, such as a family member or friend.

e To request amendments in the medical record according to established Clinic Policy and if the request for amendment is denied,
to submit a written statement of the areas you feel are incorrect for inclusion in the medical record.

* To expect any amendments made to the medical record will be disseminated to anyone who received the original information.

e To request an accounting of disclosures of your health information that Clinic personnel have made in the six (6) years prior to
the request date. Such an accounting will not include disclosures made by Clinic personnel to carry out treatment, payment or
health care operations; to ensure national security; to comply with the authorized requests of law enforcement; or to inform you
of the content of your medical records. Any accounting also will not include disclosures that you expressly authorize. The first
accounting that you request within any 12-month period will be free. For additional accountings, we may charge you for the
costs of providing the list. We will notify you of the cost involved and you may choose to withdraw or modify your request at that
time before any costs are incurred.

» To revoke an Authorization to Release Information, except to the extent that action has already been taken in reliance of your
authorization.

» To register a complaint about any areas where you feel there was a deviation from these rights to the Director of Quality Manage-
ment at the Springfield Clinic and to expect a response from the Director of Quality Management addressing your complaint.

e To address your complaint to the Administrator of the Springfield Clinic, if the Director of Quality Management did not adequate-
ly address your concerns.

» To address your complaint to the Secretary of Health and Human Services of the United States, if you feel the Springfield Clinic
has not adequately addressed your concerns.

e Springfield Clinic places the highest priority on protecting its patients’ medical information. We believe patients should be made
aware of the uses of this information within the Clinic and of any disclosures of this information by the Clinic. For any use or dis-
closure of patient information other than those listed here, a specific authorization signed by the patient, the patient’s parent or
guardian or the patient’s designee is required.

» To notify you if we are unable to agree to a requested restriction or amendment.

e To accommodate reasonable requests you may have to communicate health information by alternative means or at alterna-
tive locations.

e The terms of this notice apply to all records containing your identifiable health information that are created and maintained
by Springfield Clinic.

» We reserve the right to revise or amend our notice of privacy practices. Any revision or amendment to this notice will be
effective for all of your records Springfield Clinic has created or maintained in the past, and for any records we may create
and maintain in the future. Springfield Clinic will provide a copy of our current privacy practices on the Springfield Clinic
web site [www.SpringfieldClinic.com]|, posted in public areas of clinic locations and at the time of consent.

For further information or to report a problem

Should you have further questions, wish to request restrictions regarding certain disclosures described in this Privacy
Notice, or to make a change to your health information, please contact the Director of Health Information Management
at 217.528.7541.

If you believe your privacy rights have been violated, you can file a complaint with Director of Quality Management, at

217.528.7541 or with the Secretary of Health and Human Services. Springfield Clinic will not take any retaliatory action
for filing a complaint.
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